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overview

* \Who can we trust?

* You often send ,postcards” in times of
phishing, SPAM and viruses ...

* Why use people passwords and send
them in clear text over the internet?

* What can | do for my personal privacy?
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Longterm goals

* Privacy with PKI for everyone
* Security through authentification
* Trust in the Internet
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What is a CA?

* ,Certification service provider”

* Confirmation of identity on a digitaly
way

* Exhibition of digital certificates
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Where to find?

* Webservers with https://

* Digitaly signed and / or encrypted E-
mails and Documents

* Signing of Programmcode
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What is the CAcert.Inc ?

* CAcert Inc. is a registered non-profit
organization based in Australia which
defines the rules and operates the
central servers

* Founded ca. 2002
 CAcert.Inc 2003

H. Heigl — cacert@gmx.net www.Cacert.org



cacert

Person relationship

* Till now: Control of the identity for every
certificate by costing per certificate of 200. €
per annum

* However what the rest of the world, it doesn't
help me if | can afford a certificate?

* CAcert separates the Assurance confirmation
of the identity by means of official ( The
transparency cards) of Edition of the
certificates
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Assurance

* Assurance is the service an Assurer
,controls® the identity a person, at which an
official transparency card checks by means of
wanting to allocate points on the lifelong
account with CAcert opposite CAcert
confirmed and for this

* Free market

* About 7000 (1800 in 2004) Assurers
worldwide
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points
Punkte Status Punkte\(ergabe
(maximal)
0-49 unassured -

50 - 99 assured —
100 - 109 assurer 10
110 - 119 assurer 15
120 - 129 assurer 20
130 - 139 assurer 29
140 — 149 assurer 30

150 fully assured 35
200 super assurer 150
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certificates

* Lifelong account at Cacert

* Issuing certificates even on the Internet
any time

* Certificates are free

* arbitrary amount of certificates

* only Initial costs, no subsequent costs
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technology

 X.509
— Server Certs
— Client Certs

— Codesigning (java, ActiveX, cellphones,
etc.)
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security

* CAcert is checked by a web trust of
compatible audit

* General 4 eyes principle
* Open and transparent structures

* Source code is available for audits
* Immediate revocation lists

H. Heigl — cacert@gmx.net

www.Cacert.org



cacert

SUCCESS

* Over 50,000 assured users

* More then 67,000 certificates

* Over 4000 Assurers worldwide

* In over 29 countries available and translated in over 14 langguages

* Root Certificate implemented in many Applikations and Distributions as
e.g. Knoppix, FreeBSD, Nokia 770, CentOS, Debian, gentoo, HGK
Zuerich, etc.

* http://www.cacert.org/stats.php
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How to build and implement the CAcert
Certificates in Applications
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join

N A Free digital certificates!
vacert

YWarning! This site requires cookies to be enabled to ensure your privacy and security. This site uses session cookies to store
temporary values to prevent people from copying and pasting the session ID to someone else exposing their account, personal details
and identity theft as a result.

Join CAcert.org
Join

My Account
= Mormal Login
Login Cert Login
Email Address: I Lost Passwoard
Pasz Phrase: I
i | Miscellaneous
ogin Cacert News
Howto Information
Cacert Logos
Cacert Statistics
7 | Root Certificate

CRL
RSS MNews Feed

Credits

1 Cacert Board
Translations
iyl
Ernrapckm
Zeitina
Dansk

Deutsch
EAAnwvikd

First of all you have to ,join“ under www.cacert.org - Note: if the Root Certificate from CAcert isn‘t
allready in your browser (1)please do this manualy.
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Join form

My Details
First Mame: |
Waille hlame{s) |
(optional)
Lozt Mame: |
Stz I
[ogtionsal)
Date of Birdh
(e [T =l [amaw) =] 132
Email Address: |
Pass Phrase”, |
Pags Phrase Again® |

“Pleage note, inthe interests of good security, the pazs phrase must be made up
of an upper case leter, lower caze letter, numiser and symbol,

Lozt Pazs Phrase Questions - Pleaze enter five guestions and your reponzes to
be uged for securty verifcation,

o I
2) I
3) I
%) [
5 |

it's possible to get notifications of up and coming events and even just general
announcements, untick any nobifications you dont wish lo receive. For country,
redqions ahd radiug nolifcations 1o woek you muast choose your localion once
yoarve verified yowr account and lagged in.

Alert me it

¥ General annourcements
¥ Country Announcements
Ird Ragional Announcements
I¥ vagabin, 200km Asecuncaments

e |
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Add E-mall

Kostenlose Digitale Zertifikate!

N A
uAacert

E-Mail Adresse: Itest@DDmain.com Gehe zur Startseite
i ausloggen
Hinzufiigen |

. . ) - + Meine Details
Momentan werden Zertifikate fir Punycode Domains nur ausgestellt, wenn die beantragende Ferson bereits die

"Code-Signing"-Berechtigung (besonderes Assurance-Level) hat, da diese Domains ein etwas haheres Sicherheitsrisiko mit sich
bringen. + E-Mail Konto

Hinzufiigen
| Anzeigen

+ Client Zertifikate

+ Domains

+ Server Zertifikate

+ CAcert Web of Trust
+ GPG/PGP Schliissel

+ Streitfalle/Mitbrauch

You have to ,add” the E-Mail adresses for the Certificates you want to build.
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Building cert

MNew Client Certificate
Al Address

~ _— S
& Sign by class 1 root certificate

' Sign by class 3 root certificate
Please note! The cliss Frool Cermmicals needs 10 be impdnled into your emal program 55 well a3 16 class 1 roo
cerificate to your emal progesmn can buld & full frust path chatn, Unkl we are incloaded in browsers this might not be 5
clezirabie option for most peopla
' po Name
B inciuce Kiwie i
Optional Crent CE8, no informaton on the certificate will be used

_Newt |
The name can be included if the assurance was made and you got >50 points.

More infos about CSR (Certificate Signing Request):
http://wiki.cacert.org/wiki/CSR
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Deliver to the browser

Kostenlose Digitale Zertifikate!

cAacert

Installieren lhres Zertifikats CAcert.org
i Gehe zur Startseite
Sie sind dabei, ein Zerifikat zu installieren. YWenn Sie Mozilla/Netscape/Firefox basierte Browser verwenden, werden Sie nicht | Ausloggen

informiert, dass das Zertifikat erfolgreich installiert wurde. Sie kannen in die Einstellungen gehen, unter Security und

Zertifikatswerwaltung kinnen Sie sehen, ob das Zertifikat karrekt installiert wurde. . .
+ Meine Details

Klicken N{& hier um hr Zertifikat zu installieren. .
+ E-Mail Konto

+ Client Zertifikate
i Neu

2 i | Anzeigen

+ Doemains

1 + Server Zertifikate
+ ChAcert Web of Trust
+ GPG/PGP Schliissel

+ Streitfalle/Mifbrauch

Than finish this part to add (1) the Certificate through the browser in it (2).
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Extract from Browser

Bz Edit Wiew GO Bookmatks ool Hein

[£3 |
Q.0 06 .

[FSwebsite Configs Fmusic sferal

s e R R

W usessLz.0o
¥ UsessL a0

n 3. P
C'5 _’}& W UseTLs 1.0
Privacy .
j =  Certificates o

Ir
I

Tabbed Brawsing

\ - Client Certificate Selection
Installieren Ihres ; web Features Decide how Firefox selects a security certificate to present to web sites that require one:
i i,
2};’1 (®) Select Automatically () Ask Every Time =

Sie sind dabei, ein et {
informiert, dass das 7e Downloads i Manage Certificates

Zertifikatsvenwaltung ke \4:} Use the Certificate Manager to manage your personal certificates, as well as those of other people and certificate
0 authorities, |

Klicken Sie hier um lhr

¥ Certificate Manager B (=] 3]
Your Certificates I Cther People's IWeb Sites Inuthqr_ities 1 =
‘fou have certificates fram these organizations that identify you: o
Certificate Mame | Security Devicg | Purposes Serial Number | Expires On | [ ] G
% Root CA [
~Henrik Heigl Software Security Device =<Issuer Mot Trusted = 01:45:13 05.07.2006 i
Henrik Heigl Software Security Device <Issuer Mok Trusted = 01:45:03 05.07.2006 = b of Trust
= Thawte Consulkting (Pty) ... B
--Henrik Heigl Software Security Device Sign, Encrypt O0:AC:DC 22,12,2005 . S chlii v
| Yigiy | | Backur | [ Backup All l l Import ] | Delete |
MiBbrauch

Over the point ,backup all“ in the security options in your browser yo can ,extract” the
Certificate out of the browser into a single encrypted File (PKCS).
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Import in another app (e.q. Thunderbird
E-mail Client

i ol r . ¥ )
& . 2 B 3 2 W W § =.
o e % : R g et it i
2 & Zertifikat-Manager a B =0 =] |
M
=, Ihre Zertifikate | Zertifikate anderer Personen | wishsites  Zertifizierungsstellen I I
Sie haben gespeicherte Zertifikate, die diese Zertifizierungsstellen identifizieren:
Zertifikatsname I Kryptographie-Modul I [
“-RSA Security 1024 v3 Builtin Object Token 2
= Rook CA
=, “.CA Cert Signing Authority Software-Kryptographie-rModul
e e
Bl Ca-Zertifikat-Yertrauenseinstellunge ll i :
e — e ———— - Builtin Object Token )
i Das Zertifikat "Ca Cert Signing Authority” reprasentiert eine " :
" Fertifizierungsstelle, Builtin Object Taken ]| &
= Th.
Vertrauenseinstellungen bearbeiten Builtin Object Token
B, g Th' W Dieses Zertifikat kann Websites identifizieren,
Builtin Object Token
V¥ Dieses Zertifikat kann Mail-Berutzer identifizieren, ) ﬂ
an ¥ Dieses Zertifikat kann Software-Hersteller identifizisren,
oK | Abbrechen | Hilfe | )
~
=P [ = T rrEeE T
) Posteingang é---Empfangsbestétigungen
i “Sicherheit j
Konta hinzufigen. .. |
_'s-! Enbwiirfe
) Vorlagen Als Standard Festlegen |
-] Gesendet Konko entfernen |
& 1unk
,;.'j' Papietrkorb oK I Abbrechen |
= i ia

After importing the Certificate you have to ,trust® your own certificate. Otherwise you
cannot write signed E-mails with it.
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With and without trustin

& Zertifikat-Manager =10l x|

Thre Zertifikate | Fertifikate anderer Personen I Websites I Zertifizierungsstellen I

Sie haben Zertifikate dieser Organisationen, die Sie identifizieren:

Fertifikatsname I Kryptographie-Modul I Dwecke Seriennu. . . I Lauft ab am I
EIRoot CA
Herrik Heigl Software-Kryptographie-Modul <Herausgeber nicht vertravenswiirdigs 01:45:13 05.07.2006

“-Henirik Heigl Software-kryptographie-Modul <Herausgeber nicht vertrauenswirdig= 01:45:03 05,07.2006
[+ Thawte Consulting (PEy) LEd.

A |

Ansicht | Backup | Backupvonallenl Importierenl Léschen |

(814 I
& Zertifikat-Manager o ] 4
Thre Zertifikate | Zertifikate anderer Personen | Wehsites | Fertifizierungsstellen |
Sie haben Zertifikate dieser Organisationen, die Sie identifizieren:
Zertifikatsname I Krypkographie-Modul I Zwiecke Setiennu. .. Lauft ab am I E3|

=1 Rook CA
“-Henrik: Heigl Software-Kryptographie-Modul Client, Server, Unterschrifk, Verschiisseln 01:45:13 05,07.2006
“Henrik Heigl Software-Kryptographie-Modul Client, Server, Unterschrifk, Verschiiisseln 01:45:03 05.07.2006

[+ Thawte Consulting (Pty) Led.

Ansicht Backup Backup von allen Impottieren Léschen
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How it looks like

& CACert Testnachricht - Thunderbird = =10 x|
Dakel  Bearbeiten  Ansicht  Gehe  Machricht Exlras  HiFe

RS I

Abyufen en  Allen srtworten  Welberleben Stopp
~  Betrefl: CACert Testnachricht
Yon: H. Heigl - CAcert <cacer@ony, net> hﬂ
Datum: 08:51
An: Herik Heigl

f ID: DOx47471A1B
'GP Key Fingerprint = 3BE33L1EE33E16FEDESSSFFGAFIECOCO14747141E

Nachrichten-Sicherheit ) x|

Nachricht wurde unterschrieben
varandert, seit sie gesendet wurds.
Unterschrisben won:  Henrik Heigl

E-Mail-Adresse:  cacerb@gme:.net

Zertifikat herausgegeben von:  CAcert Class 3 Root

[ Unterschriftszertiiat ansehen |

Nachricht wurde nicht verschliisselt

Diese Machricht wurde vor dem Senden nicht verschliissek. Informationen, die ohne
Verschiisselung dber das Netzwerk | Internet gesendat werden, kinnen von andersn
Personen eingesehen werden, wihrend sie dbertragen werden.

=]
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More information

* Cacert
http://www.cacert.org
http://www.cacert.org/wiki

* http://www.ivamp.de/cert

* CACertimirc
- Server: irc.cacert.org
- Chanel: #cacert oder #cacert.ger
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