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overview

• Who can we trust?
• You often send „postcards“ in times of 

phishing, SPAM and viruses ...
• Why use people passwords and send 

them in clear text over the internet?
• What can I do for my personal privacy?
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Longterm goals

• Privacy with PKI for everyone
• Security through authentification
• Trust in the Internet
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What is a CA? 

• „Certification service provider“
• Confirmation of identity on a digitaly 

way
• Exhibition of digital certificates
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Where to find?

• Webservers with https://
• Digitaly signed and / or encrypted E-

mails and Documents
• Signing of Programmcode
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What is the CAcert.Inc ?

• CAcert Inc. is a registered non-profit 
organization based in Australia which 
defines the rules and operates the 
central servers

• Founded ca. 2002
• CAcert.Inc 2003
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Person relationship 

• Till now: Control of the identity for every 
certificate by costing per certificate of 200. € 
per annum 

• However what the rest of the world, it doesn't 
help me if I can afford a certificate? 

• CAcert separates the Assurance confirmation 
of the identity by means of official ( The 
transparency cards) of Edition of the 
certificates 
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Assurance

• Assurance is the service an Assurer 
„controls“ the identity a person, at which an 
official transparency card checks by means of 
wanting to allocate points on the lifelong 
account with CAcert opposite CAcert 
confirmed and for this

• Free market 
• About 7000 (1800 in 2004) Assurers 

worldwide 
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points

Punkte Status

0 – 49  –
50 – 99  –

100 – 109 10
110 – 119 15
120 – 129 20
130 – 139 25
140 – 149 30

150 35
200 150

Punktevergabe 
(maximal)

unassured 
assured 
assurer 
assurer 
assurer 
assurer 
assurer 

fully assured
super assurer
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certificates

• Lifelong account at Cacert 
• Issuing certificates even on the Internet 

any time 
• Certificates are free 
• arbitrary amount of certificates 
• only Initial costs, no subsequent costs 
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technology

• X.509
– Server Certs
– Client Certs
– Codesigning (java, ActiveX, cellphones, 

etc.)
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security

• CAcert is checked by a web trust of 
compatible audit 

• General 4 eyes principle 
• Open and transparent structures 
• Source code is available for audits
• Immediate revocation lists 
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success

• Over 50,000 assured users
• More then 67,000 certificates
• Over 4000 Assurers worldwide
• In over 29 countries available and translated in over 14 langguages
• Root Certificate implemented in many Applikations and Distributions as 

e.g. Knoppix, FreeBSD, Nokia 770, CentOS, Debian, gentoo, HGK 
Zuerich, etc.

• http://www.cacert.org/stats.php
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How to build and implement the CAcert 
Certificates in Applications
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join

First of all you have to „join“ under www.cacert.org  - Note: if the Root Certificate from CAcert isn‘t 
allready in your browser (1)please do this manualy.

1
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Join form
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Add E-mail

You have to „add“ the E-Mail adresses for the Certificates you want to build. 
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Building cert

The name can be included if the assurance was made and you got >50 points.

More infos about CSR (Certificate Signing Request): 
http://wiki.cacert.org/wiki/CSR
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Deliver to the browser

Than finish this part to add (1) the Certificate through the browser in it (2).

1
2
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Extract from Browser

Over the point „backup all“ in the security options in your browser yo can „extract“ the 
Certificate out of the browser into a single encrypted File (PKCS).
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Import in another app (e.g. Thunderbird 
E-mail Client

After importing the Certificate you have to „trust“ your own certificate. Otherwise you 
cannot write signed E-mails with it.
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With and without trusting
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How it looks like



 H. Heigl – cacert@gmx.net  www.Cacert.org For most software, the fingerprint is reported as: A6:1B:37:5E:39:0D:9C:36:54:EE:BD:20:31:46:1F:6B Under 
MSIE the thumbprint is reported as: 135C EC36 F49C B8E9 3B1A B270 CD80 8846 76CE 8F33 

More information

• Cacert
http://www.cacert.org
http://www.cacert.org/wiki

• http://www.ivamp.de/cert 

• CACert im irc
- Server: irc.cacert.org 
- Chanel: #cacert oder #cacert.ger


